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Introduction
Human healthcare is crucial in improving human health, and one of the leading elements that improve human healthcare is research on health issues. Ethical health research and privacy protections offer significant and groundbreaking benefits to society. Protection of patient privacy has been significant in healthcare as through patient privacy, the interests of the individuals are protected. Protecting the privacy, confidentiality, and security of information on a patient’s health remains a crucial element as theorists like(Gostin, Levit, & Nass, 2009) Fried, 2008, Moore, 2005 assert is applicability. They all agree that through respect of privacy, the human is given their moral uniqueness. Moreover, American society regards privacy, individual rights, personal choices, and the private sphere as important issues in an individual’s life.
Medical records are categorized as important and most private information in the field of healthcare. Medical records are related to an individual’s most private issues, as most of their weaknesses are addressed through their medical records. Medical records constitute a patient’s mental and physical health and, in some cases, explicate information on an individual’s social behavior, private relationships, and financial status(Gostin, Levit, & Nass, 2009). Surveys show that medical privacy is one of the most observed issues in healthcare by many Americans. With the increasing technological advances and technology-related privacy breaches, medical privacy remains significant more than ever—this report sought to address the issue of medical privacy in healthcare and how it affects patient safety. Moreover, the implacability of the issue on healthcare organizations and the recommendations to avoid medical privacy violations would be discussed coming up with a comprehensive and self-explanatory assertion on how the healthcare systems can go about the various medical privacy regulations set forth by the IOM.

The legal approach
The patient safety and Quality Improvement Act is famously known as PSQIA postulates a voluntary reporting system, which is meant to enhance the data available and assessable to resolve the safety of patients and issues in healthcare (HHS.GOV, 2020). The PSQIA provides Federal privilege and confidentiality protections as they sought to encourage reporting and medical error analysis, albeit the safety work product.
The Health Insurance Portability and Accountability Act of 1996 covers issues to do with medical privacy through the HIPAA security and privacy rules. The HIPAA privacy rule points out on the nation-wide standards on the protection of health information. In contrast, the HIPAA security rule offers the standards for how medical records should be transferred through electronic means (HHS.GOV, 2020). The department of health and human services office of the civil rights is in charge of the PSQIA and also oversees how institutions comply with the HIPAA by ensuring that CEs and Bas store medical records in the proper and allowable ways.
Potential Security Threat and Implications
Under the HIPAA privacy and security rule, privacy of the protected health information of patients and secures this ePHI data when transferred, retrieved, and stored electronically. Based on the case study, there were numerous violations in the privacy and security of patient medical records that are likely to harm both the institution and the patient. Violating HIPAA rules leads to institutions to suffer from certain consequences, such as paying fines. Fines for HIPAA violations are applicable by the department of health and human services under the office of the OCR in situations even where there is no breath to PHI (HHS.GOV, 2020). The level of negligence determines these fines by the organization if there is a potential breach that risk the lives of patients and how many records have been exposed during the breach. Attributable ignorance accrues a fine of around $100 - $50,000. Moreover, fines might even reach $1.5 million depending on the severity of the breach.
Risk assessment and management
Medical institutions are required to perform regular and thorough risk analyses as part of their security checks and protocols in their management practices. Under the HIPAA security rule, risk analysis has an implication on the safeguarding guidelines to be used. The risk analysis process includes evaluating the likelihood of a security breach and the potential risk it would have on the e-PHI. Methods on how to establish and implement the required security measures that address the identified risks in the risk analysis (HHS.GOV, 2020).
 Lastly, the risks analysis process documents the chosen security measures and how they are adopted, maintaining continuous, reasonable, and acceptable protection. In addition to the risk analysis and management process that medical institutions take to prevent violations of the HIPAA guidelines, there are administrative, physical, and technical safeguards adopted by these institutions.
Administrative safeguards
The administrative safeguards include security management processes that incorporate identification and analysis of risks to the e-PHI and how security measures are implemented to reduce or eliminate the identified risks to reasonable levels. Moreover, there must be security personnel that is designated by the medical institution whose responsibility is to develop and implement the security policies and procedures (HHS.GOV, 2020). Access to PHI should be concurrent with the HIPAA privacy rule hence limiting who has access to the data and when. Institutions are expected to adopt a role-based approach to gaining access to e-PHI data within the institution.
Institutions are also expected to conduct frequent workforce training about the HIPAA guidelines and PSQIA on safeguarding medical data. Moreover, there should be penalties set by the institutions when there are violations of these security guidelines by its employees. They should also conduct regular evaluations to check how effective their security measures are when it comes to the protection of e-PHI.
Physical safeguards
Physical safeguards pertain to facility access and control, where the institution should have physical restrictions that prevent access to the institution by unauthorized personnel. Also, the institution should be able to provide guidelines and directions on how e-PHI is transferred, removed, disposed, and re-used to facilitate adequate protection of the e-PHI.
Technical safeguards
These are confined to the technical aspect of applying the security and privacy rule of the HIPAA to prevent violations. In this (HHS.GOV, 2020), access and audit controls must be applied to ensure only authorized people can gain access to e-PHI and ensure both hardware and software and procedural mechanisms are implemented, which are useful in recording and examination of access among other activities that relate to e-PHI.
Role of Patient Safety Officer (PSO)
The PSQIA has provisions on how to establish PSO who receive reports on patient safety concerns. The PSO’s extent is collecting and analyzing PHI and assessing if there is compliance with the HIPAA guidelines. The OCR works in conjunction with the PSO to ensure compliance with the HIPAA regulations. These officers ensure that patient data is stored as elaborated in the PSQIA and HIPAA guidelines of security and privacy to prevent breaches to patient records that could be detrimental to the organization and patients’ safety(Gostin, Levit, & Nass, 2009). PSOs must ensure that the healthcare institution has understood and appropriately interpreted the guidelines and put measures in place (administrative, physical, and technical safeguards) to prevent breaches. They also work with management when performing risk analyses to ensure that patient safety is given top priority within the organization. They also ensure that employees in health institutions adhere to security guidelines, such as controlling access to e-PHI data.
Recommendations
This report offers the following recommendations;
1. Use encryption and other technical practices to enhance data security.
2. The institution should ensure to include security experts on IRBs
3. There should be a breach notification requirement where patients can take necessary steps to protect their identity when another similar event occurs.
4. To eliminate vulnerable single points, there should be the implementation of security layers protection that would prevent future security breaches.
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